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Abstract

Since 2015, at least 1,323 human rights defenders have been assassinated worldwide, with
a growing tendency in recent years. Most of these killings occur in contexts of drug traffic-
king and armed conflict, concentrated in some Latin American and Asian countries, and
shaping a crisis with devastating social effects. The situation has become critical since coun-
tries have difficulty targeting and assigning protective measures to prevent the murder of
the defenders. In the context of this problem, this paper proposes the use of algorithms
based on artificial intelligence as a useful tool to streamline the processes of targeting and
prioritization of cases so that the allocation of protection is more efficient and accurate. To
demonstrate that this is possible, the text lays out an application to the Colombian case,
detailing the technical and data requirements that must be overcome to implement this
scheme. This application project seeks to be a model to be used, not only in the Colombian
case but in all possible countries with similar characteristics.
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“(Aggressors) are often intended to intimidate, silence and stop human rights
defenders from carrying out their work. There is no more direct attack on
civil society space than the killing of human rights defenders”

(Lawlor, M., Declaration at DW of The U.N. Special Rapporteur on the situation of human
rights defenders, 2021)

“The level of danger facing activists worldwide has reached crisis point. Every day ordinary
people are threatened, tortured, imprisoned and killed for what they fight for
or simply for who they are. Now is the time to act and tackle the global surge

in repression of human rights defenders”
(Naidoo, K., Declaration at the Human Rights Defenders World Summit of The
Secretary General of Amnesty International, 2018)

“Alarming numbers of human rights defenders and journalists continue to be intimidated,
attacked and killed, particularly those dedicated to protecting the environment and land rights.

(...) | encourage decisive investigations and prosecutions of perpetrators”
(Bachelet, M., Statement at the 45th session of the Human Rights Council of
The UN High Commissioner for Human Rights, 2020)



1. Problem identification: why is
the killing of human rights defen-
ders a social crisis?

According to The Armed Conflict Location & Event
Data Project (2021), since 2016, at least 62,819
events of violence have occurred in which armed
groups deliberately target unarmed civilians, gene-
rating at least one fatality. This is equivalent to 1.37
violent events per hour from 2016 until records are
available for the year 2021. Most of these acts of
violence occur in the context of armed conflicts or
concerning illegal markets, such as drugs, human
trafficking, arms trafficking, among others. Of all the
types of violence against civilians, the assassination
of human rights defenders is one of those with the
most negative effects on society.
According to The United Nations
Human Rights Council Special Ra-
pporteur (2021), at least 1,323
human rights defenders from 64
countries have been assassinated
since 2015, with a growing ten-
dency in recent years. In general,
data collectors agree that unde-
rreporting is a common problem
and that assassinations are fue-
led by “widespread impunity”.

A human rights defender is de-
fined as a person that assumes
peaceful leadership in defense
and surveillance of human ri-
ghts (The UN General Assembly,
1998). It is important to highlight
that this concerns environmen-
tal, ethnic, gender, sexuality, and even community
representation issues. Despite the support that the-
se agents of society have provided in their commu-
nities, human rights defenders around the world are
targets of threats, assassinations, and other forms of
violence. In Europe, Central Asia, Middle East, North
Africa, and Asia-Pacific, human rights defenders are
repressed by legal action; while in Africa and Ameri-
ca, they are physically attacked, as reported by Front
Line Defenders (2020). The main reason why human
rights defenders are murdered in the world is becau-
se of their role in society. The human rights defen-
ders are voices leading change in their communities,
which makes them vulnerable to armed actors who
want to secure their interests (Prem, Et.al., 2018).

Though the assassination of human rights defenders
is a global problem, for some regions it is a crisis with
remarkable social effects. Indeed, in 2020, 79.75% of
the murders of human rights defenders occurred on
the American continent, 16.31% in Asia and The Paci-
fic, 3.02% in the Middle East and North Africa, 0.60%
in Sub-Saharan Africa, and 0.30% in Europe and Cen-
tral Asia (Front Line Defenders, 2020). Regarding the
region most affected by this social problem, the Latin
American and Caribbean region recorded the highest
number of murdered defenders between 2015 and
2019, with 933 murders (UN Human Rights Council
Special Rapporteur, 2021). Currently, countries such
as Colombia, the Philippines, Honduras, Mexico,
Afghanistan, Brazil, Guatemala, Iraq, Peru, and India
rank as the ten countries with the highest number of
murders of human rights defenders (Front Line De-
fenders, 2020).

Figure 1. The Killing of Human Rights Defenders Around the World by Region

Source: Constructed using data from Front Line Defenders (2021).

The killing of Human Rights Defenders has profound
negative impacts on society and peace consolida-
tion. According to USAID, CODHES, and CNC (2019),
after the murder of a defender, there is a deteriora-
tion of the social fabric of the communities and the
channels they have to demand their rights. When ag-
gressions occur, people are afraid to participate, to
organize themselves, their will diminishes, and the
formation of new leadership becomes more difficult.
This implies that the assassination of a human rights
defender not only affects his or her own social agen-
da, but also the leadership initiatives of other leaders
in their communities, which ends up silencing the
entire community. This is the final purpose of armed



groups since they can boost their agendas without
the interference of the defenders.

The causes of the assassination of human rights de-
fenders depend on the country’s context. In gene-
ral, killed defenders try to defend their communities
against injustices imposed by a system, a project (ille-
gal or legal), armed groups, or a government group
that has greater power. The killings of human rights
defenders occur in contexts of structural violence
and inequality (UN Human Rights Council Special
Rapporteur, 2021). Indeed, most of the assassinated
human rights defenders were in remote rural areas
occupied by irregular armed groups (Lanterd, 2017),
with little state presence (Prem et al., 2018; Uribe
et al., 2020), and with an inefficient local judiciary
(Prem et al., 2018). Furthermore, human rights de-
fenders face travel restrictions and limited access to
information, making them more vulnerable to any
attack (Front Line Defenders, 2020). In this scenario,
the governments face difficulties to offer real guaran-
tees for the protection of the defenders. Developing
countries, especially, do not have the capacity to ge-
nerate effective responses for protection demands;
largely because the budget is limited and represents
an obstacle to ensuring an effective service (UN Hu-
man Rights Council Special Rapporteur, 2021).

Many governments around the world have imple-
mented different schemes for the prevention of the
killing of human rights defenders, with varying de-
grees of success. According to the UN Human Rights
Council Special Rapporteur (2021), countries like
Brazil, Burkina Faso, Colombia, Cote d’Ivoire, The De-
mocratic Republic of the Congo, Guatemala, Hondu-
ras, Mali, Mexico, and PerU have developed different
schemes and public policies to protect human rights
defenders. However, some of these schemes and
policies are often under-resourced, and their perfor-
mance is criticized by defenders (UN Human Rights
Council Special Rapporteur, 2021). Some countries
have a reduced number of protection schemes to
assign in the most critical cases; the problem is that
sometimes these cases are not the ones that requi-
re an urgent response, and countries, like Colombia,
present delays in the selection and risk evaluation
process (Human Rights Watch, 2021).

This is exactly the part of the problem that this project
intends to impact. If governments can easily identify
the most at-risk human rights defenders, then the
protection schemes will be assigned to the most criti-
cal cases and prevent the eventual murder of the de-

fenders. In this scenario, Artificial Intelligence could
play an important role. Some Machine Learning Algo-
rithms have demonstrated their ability to accurate-
ly make predictions in other contexts such as crime,
corruption, and murders (Aarvik, 2019; Alves et al.,
2018; King et al., 2020; McClendon et al., 2015). To
apply these methods to the prevention of the killing
of human rights defenders, some ethical and techni-
cal concerns will probably need to be overcome, but
it is an alternative that should be considered in the
measures being taken to prevent this problem.

To illustrate how Artificial Intelligence can improve
national protection schemes for human rights defen-
ders, this project focuses on the Colombian case, one
of the countries with the highest number of assassi-
nated human rights defenders in the world (Human
Rights Watch, 2021). The paper lays out the techni-
cal basis of an application of artificial intelligence for
the prevention of the murder of human rights defen-
ders, detailing the requirements in terms of data and
the algorithms that could be used in each case. This
application, although specific to Colombia, can be
replicated in other developing countries with similar
conditions.

2. The particular case of Colombia

Since 2016, more than 400 human rights defenders
have been assassinated in Colombia, the highest
number in Latin America according to the United
Nations Office of the High Commissioner for Human
Rights (2021). The increase in the killing of Human
Rights defenders started in 2016 (See Figure 2). Du-
ring this year, the government signed a peace agree-
ment with the former FARC guerrilla after 50 years
of an internal armed conflict. Although the Peace
Agreement drastically reduced violence, the killing of
human rights defenders has increased each year as
other armed groups have stepped into the gap left by
FARC guerrillas (Human Rights Watch, 2021). Armed
groups oppress defenders to use them in the impo-
sition of “rules” within communities. This increases
the possibility of groups targeting them for actual or
perceived non-compliance or alleged support of an
opposing party (Human Rights Watch, 2021).

In addition, human rights defenders in Colombia
face other kinds of abuse. According to the Human
Rights Ombudsperson’s Office (2021), 2,829 threats
against human rights defenders were registered be-
tween January 2016 and June 2020, most of them



Figure 2. the Killing of Human Rights Defenders in Colombia (January 2016 -

June 2020)
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Figure 3. Categories of assassinated human rights defenders by percentage in Colombia (January
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were death threats (As cited in Human Rights Watch,
2021). As reported by the non-governmental organi-
zation We are Defenders, the main categories of as-
sassinated defenders are communal, indigenous, and
environmental defenders (See Figure 3).

There are some common patterns shared by the
areas in which the murders take place. According to
Human Rights Watch (2021), of all the assassinations
of human rights defenders occurring between 2016
and December 2020:

e 100 percent occurred in municipalities with po-
verty levels above the national average (measu-
red based on a government “multidimensional
poverty index”).

e 98 percent occurred in municipalities where ar-
med groups operate, which includes organized
crime groups and parties to the armed conflicts.

e 97 percent occurred in municipalities with illegal
economies, which includes drug trafficking and

production, illegal mining, extortion, illegal log-
ging, and smuggling.

92 percent occurred in municipalities with drug
trafficking and production.

91 percent occurred in municipalities with mur-
der rates of over 10 per 100,000 people (what
the World Health Organization considers the
threshold for “endemic violence”).

70 percent occurred in rural areas (only 9 percent
in Colombia’s 13 “main cities”).

57 percent occurred in municipalities considered
by the government in 2017 as the “zones most
affected by the armed conflict”.

52 percent occurred in municipalities where the
government has announced “Territorial Develop-
ment Programs'” (PDET).

47 percent occurred in municipalities with illegal
mining.

1.

The Territorial Development Programs are a develop-

ment initiative created by the peace agreement with the FARC
for areas highly affected by the armed conflict, poverty, lack of
state presence, and illegal economies.



These characteristics show that the murder of hu-
man rights defenders is concentrated in specific
areas with low state presence and monopoly of for-
ce. This results in impunity for most of these crimes
(Human Rights Watch, 2021), often even without
information on the perpetrators. According to We
are Defenders Reports (2016; 2017; 2018; 2019;
2020), from January 2016 to June 2020, in 64.29%
of human rights assassinations, it was not possible to
identify the perpetrator of the crime (See figure 4).
The weakness of the state’s capacity in these areas
(Prem, Et al., 2018) to identify, investigate, capture,
and effectively prosecute the perpetrators is proba-
bly one of the reasons why the phenomenon has not
diminished in recent years.

Figure 4. The alleged responsible for the killings of human rights defenders by

percentage in January 2016- June 2020
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Source: Constructed using We are Defenders Reports (2016; 2017; 2018; 2019; 2020).

Other causes that could influence the murders of hu-
man rights defenders in Colombia are some policies
stemming from the peace agreement with the FARC
(Garzon-Vergara, 2015; Defensores et al., 2018; Uri-
be, Et al., 2020), such as the development of gover-
nment programs for the substitution of illicit crops
(Gutierrez, et al., 2020; Uribe, et al., 2020) and land
restitution (Uribe, et al., 2020); as well as some stru-
ggles for territorial control by armed groups derived
from the peace agreement (Kalyvas, 2006; Prem, Et
al., 2018). It is also attributed to state abandonment
(Prem, Et al., 2018; Uribe, Et al., 2020), poor defini-
tion of land property rights (Prem, Et al., 2018), illegal
mining (Le Billon, 2020; Witness, 2020), poverty (Le
Billon, 2020), active political participation (Lantero,
2017), the presence of corruption (Albarracin et al.,
2020), and the deterioration of the attention and vi-
sibility of the situation of human rights defenders in

the public debate (Uribe, Et al., 2020).

3. Protecting human rights defen-
ders in Colombia: The Role of the
National Protection Unit

To avoid the assassination of human rights defenders,
some governments around the world have imple-
mented mechanisms to guarantee their protection.
In general, the mechanisms are laws, action policies,
or protection programs, which are established coor-
dinately with national and international human rights
organizations under the regulatory framework of the
UN Declaration on Human Rights
Defenders (Quintana et al., 2011).
In the Colombian case, the govern-
ment created the National Protec-
tion Unit (UNP) by decree 4065 of
2011 to “organize, coordinate and
implement the provision of oppor-
tune, efficient, and appropriate pro-
tection services to such persons as
the National Government considers
require them as a result of their
activities, condition, or situation,
which face extraordinary or extre-
me risk to life, integrity, liberty, and
personal security” (Ministry of Inte-
rior, 2015).

To guarantee the fulfillment of the
institution’s mission, some mecha-
nisms were established for the allo-
cation of protection. Currently, the protection assign-
ment process in Colombia has the following stages: (1)
application; (2) collection of evidence and technical
analysis; (3) preliminary risk evaluation through ca-
pacity, vulnerability, and threats criteria; (4) decision
regarding protection and protection implementation
(Lanterd, 2017). The first stage, the application, is
made at the request of the interested party, who is
the human rights defender in this case. There are
three types of requests that a person can make: re-
quest for collective protection, request for individual
protection, and requests about the implemented me-
asures -corresponding to adjustments of the protec-
tion scheme-. In all situations, applicants must fill out
a form and provide some additional documents that
must be delivered in person at a National Protection
Unit office (National Protection Unit, n.d.).



It is important to point out that the number of re-
guests made is considerable; in 2020, the unit recei-
ved over 31,000 requests for such schemes, at least
11,000 from individuals the unit considers to be hu-
man rights defenders (Human Rights Watch, 2021).
The unit implemented approximately 1,600 such me-
asures, although it is unclear how many people were
able to benefit from them. In 2019 it was a similar
scenario, 1,900 human rights defenders received pro-
tection schemes out of 13,000 who requested them;
in both cases, the remaining requests were denied
(Human Rights Watch, 2021).

Figure 4. The Protection assignment process in Colombia
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The second stage of the process -The collection of
evidence and technical analysis- oversees the Natio-
nal Protection Unit and the National Police of Colom-
bia, who together collect on-site evidence so that it
can be used as input in the third stage, -preliminary
risk evaluation- (Lantero, 2017). In the third stage, a
preliminary risk assessment is made based on the fo-
llowing criteria: 1) The threats? faced by an individual
or group of individuals (Threats); 2) The vulnerability?
to these threats (Vulnerability); and 3) the resources
available for a person to reduce the vulnerability (Ca-
pacity) (Lanterd, 2017). These are evaluated from the

2 Threat represents the possibility to physically, materia-
lly, or morally harm someone or their property by an intentio-
nal, and usually violent, action (Lanterd, 2017).

3 Vulnerability refers to the extent to which an individual
is affected by the threats directed against him or her (Lantero,
2017).

information provided in the application forms by a
group of experts* and are assigned equal importance
(33.33%) (Lantero, 2017).

The level of risk is defined by the result of the total
sum of the percentages obtained in each of the cri-
teria (threats, vulnerability, and capacity). If the total
score is between 50% and 79.99%, the person is clas-
sified in “Risk”. On the other hand, if the total score
is between 80% and 100%, the person is in “Extraor-
dinary Risk”, and he/she becomes the object of pro-
tection measures (Camilo Torres, personal communi-
cation, May 16, 2017). Finally, if the person does not
classify in any of the previous categories, the person
is cataloged as “Imminent risk” (Lantero, 2017).

Later, in the fourth stage-decision regarding protec-
tion and protection implementation-, a risk assess-
ment report is sent to The Risk Assessment and Ac-
tion Recommendation Committee (CERREM), which
decides to whom and what type of protection is gi-
ven (Lanterd, 2017). However, this last stage does
not have an established time limit, so the protection
assignment processes can take months. In addition,
despite the 30 days rule to generate the risk assess-
ment report, in December 2020, the National Pro-
tection Unit told Human Rights Watch that, in May
2020, such risk analysis was carried out on average
160 days after the legal deadline, and in December,
on average 101 days after the legal deadline (Human
Rights Watch, 2021). Regarding these delays, some
National Protection Unit officials have pointed out
that “the analysis team works in a context where
the number of requests is very high, and the staff is
extremely limited, even with the assistance of extra
personnel made up of 33 police officers and several
private contractors to assist the National Protection
Unit” (Camilo Torres, personal communication, May
16, 2017).

Another factor that contributes to the deficient pro-
tection of human rights defenders through the go-
vernmental mechanism is the budgetary constraints
that the National Protection Unit faces. In 2019, its
budget amounted to COP 688.747.241.558 (roughly
US $209 million) (National Protection Unit, 2020) of
which roughly half was used to protect government

4 The experts take into account: i) Whether the defen-
der performs fieldwork in a conflict or isolated area with mi-
nimal state presence; ii) Access to materials and elements like
safe transport, the installation of security cameras, and commu-
nications; and iii) The subjective perception of risk: this includes
the way a person handles fear and how threats psychologically
affect him/her at work.



authorities. The unit spent COP 200 billion (roughly
US $61 million) more than its original budget for that
year, using funds assigned to its 2020 budget (Human
Rights Watch, 2021). A similar situation was faced in
the 2020 budget (National Protection Unit, 2020).

In conclusion, despite the meticulous definition of
regulatory parameters, activities, and institutions,
the National Protection Unit faces inefficiencies in
the prioritization and allocation of effective protec-
tion measures for human rights defenders. These in-
efficiencies are mostly explained by two factors: the
first one, there is a budget constraint that limits the
application of protection measures to only a small
proportion of all human rights defenders at risk. And
the second one, the process to identify the level of
risk, is highly inefficient which is evidenced by delays
in the assignment process. Moreover, the risk level is
defined using a basic percentage sum methodology.

4. Artificial intelligence to prevent
the murder of human rights defen-
ders

In order to reduce the assassination of human rights
defenders, the Colombian government should focus
on the development of better systems for the alloca-
tion and focusing of protective measures. This diag-
nosis coincides with the one done by the National
Protection Unit (UNP) Director, who mentioned the
next affirmations in a recent interview:

rights. Therefore, the technical problem to be sol-
ved by Artificial Intelligence is to identify whether a
defender will suffer any physical aggression such as
homicides in the future, based on the available con-
textual variables.

The diagnosis of the problem shows that the assas-
sinated defenders share some observable common
characteristics. This result suggests the existence of
common underlying patterns that influence the risk
of a potential murder; these patterns can be inferred
through machine learning algorithms and generate a
new risk estimate with a lower error. The next equa-
tion represents the relation between the unobserva-
ble real risk and estimations:

Y;
Real Risk

f&) +

Estimate

&

Error

In this equation, the real risk of assassination is equal
to the sum of the risk estimate and the calculation
error. The risk estimate is a function that takes the
set of contextual variables and converts them into
an approximate measure of the probability of mur-
der. As this function is able to decipher with greater
plausibility the underlying patterns in the data that
influence the risk of murder, then it is possible to
have measures with a lower error that serve to gene-
rate better guidance for the allocation of protection
measures. The final purpose is to obtain the optimal
function that minimizes the error by using machine
learning so that the estimate is as close as possible to
the real value of risk.

“Today the UNP is an entity that must be more agile, we need to meet the goal set

by the President of the Republic, which is to reduce the time of the protection route,
and in this effort, we are reengineering the entity to prioritize the application
of schemes to those who really need it.”
(Palacios, D., Director of UNP interview for Semana, 2020).

“We also need a faster debugging system. Today the UNP receives more than
4 thousand requests for protection per month, and there we need to have the ability
to differentiate who is not subject to protection and who is not at risk faster
to give priority to those who do need it urgently”
(Palacios, D., Director of UNP interview for Semana, 2020).

This technical problem is where artificial intelligence
could contribute the most, not only in the Colombian
case but for all other countries with similar condi-
tions. In this scenario, there is a mechanical task to
determine the risk of human rights defenders. The
risk is defined as the probability that the defender
will face any damage to their physical integrity due
to the activities related to the protection of human

10

Two general approaches are
considered to achieve this
purpose, supervised machi-
ne learning and unsupervi-
sed machine learning. In su-
pervised machine learning,
the ultimate objective is the
direct prediction of an even-
tual murder. In this case, the
algorithm seeks to minimize
the prediction error of a target variable (a dummy
variable) that establishes whether the human rights
defender is murdered or not from a set of contextual
variables. The algorithm is trained based on informa-
tion from past cases, previously assassinated leaders
about whom information is available, and is applied
to predict the probability of assassination of defen-
ders today.



The second one is unsupervised machine learning,
an approach that studies the distribution of contex-
tual variables to identify patterns of interest. Unlike
the first method, this one does not require a target
variable, but it needs a set of meticulously selected
contextual variables. In this case, the value of the al-
gorithms lies in their ability to identify these under-
lying patterns in the data that may indicate a higher
risk of murder. Many approaches could be conside-
red to achieve this objective, but, for this particular
exercise, we propose a multivariate clustering me-
thodology to partition the observations into the cha-
racteristics that are deterministic of the murder of
human rights defenders.

This paper aims to provide a general guide on how
these different approaches could be applied to the
Colombian case so that their application can be use-
ful to improve the targeting of protection measures
given the budget constraints faced. Nevertheless, it
is important to note that this application can be ex-
trapolated to other countries with similar conditions.

4.1 Data requirements

Before going into the methodological details of the
two approaches presented above, it is useful to con-
sider the data requirements to perform the task. In
practice, the availability and quality of data are some
of the main challenges in developing these types of
methods for risk estimation. For supervised machi-
ne learning, this requires having a target variable to
predict and a set of contextual variables from which
to infer that prediction. If the contextual variables
are not deterministic of the target variable, or if the
target variable does not adequately express the re-
searcher’s interest, then the exercise would not be
successful. For unsupervised learning, contextual
variables should inform relationships or patterns of
interest to the researcher. In this case, if the variables
are not relevant or have significant measurement
errors, then the outcome of the exercise will be un-
satisfactory too.

In some countries, the idea of carrying out censuses
of human defenders has been promoted to record
their characteristics and generate better risk measu-
res for the allocation of protection; nevertheless, in
Colombia, this is not yet possible, so the only avai-
lable records are the data collected by the National
Protection Unit in the first and second stage of the
protection assignment process.

11

The variables are collected through the protection
application form for individual protection and some
complementary documents. The registration form
for the individual protection program of the National
Protection Unit includes information that allows the
individual to be characterized at the time in which
he/she denounces the risk faced (National Protection
Unit, 2019), these variables are: the person’s name,
birth location (country, department, and city), the
home location (country, department, city, township,
sidewalk, neighborhood, address), a dummy variable
that identifies if the person lives in a rural or urban
area, some contact information of the person like
his/her telephone number and e-mail, information
about the biological sex, gender identification, sexual
orientation and age group.

It also identifies if the person requesting protection
belongs to an ethnic group, has disabilities, performs
care-taking tasks in their home, belongs to an organi-
zation that defends human rights or social represen-
tation; it distinguishes the type of subject that requi-
res protection®, the person’s subjective perception of
risk, the threat and who did it, the role of the person
in the organization, and the organization name (if
applicable). In addition, the National Protection Unit
registers to which of the protective measures was as-
signed and of what type, in other words, if the per-
son was granted armored vans, weapons, personnel
trained to provide protection, instruction, etc®.

The above data is linked to the identification number
provided by the person in the complementary do-
cuments of the application. Given this, the informa-
tion collected by the National Protection Unit can be
combined with data available in other public entities
if these datasets contain a variable with the person’s
identification number that allows linking the infor-
mation from the different sources. Similarly, the data
on protection requests from the National Protection
Unit can also be complemented with municipal cha-
racteristics due to the location information since a va-
riable for municipality code can be included to allow
linking of the information with other databases.

The observation unit will be the human rights defen-

5 Some of the subjects that are distinguished are: Per-
son of political opposition, armed conflict victim, Union, guild,
ethnic, medic, witness, journalist, land claimant, public workers,
persons related with peace policies and agreements, teachers
or demobilized from armed groups.

6 For the complete list of variables collected by the UNP,
consult the data dictionary available at: https://drive.google.
com/file/d/1r6TOHHKPg8YUIXBd9-iAwvXOSRHSdWcS/view?us-

p=sharing




der on the day of the year in which they made their
request for protection. It should be noted that the
number of protection applications available in the
UNP databases (see Section 3) provides a considera-
ble number of observations that make the develop-
ment of the proposal feasible.

4.2 Supervised Machine Learning

4.2.1 Definition of the target variable and
predictors

Because the actual risk of murder is a variable that
can only be identified in the future, training of super-
vised machine learning algorithms can only be done
from past application data; consequently, the assassi-
nated defenders that had requested protection befo-
re the murder are the main source of information for
training algorithms. However, since there is no record
of assassinations for individuals who made a request
for protection and were not granted protection mea-
sures by the National Protection Unit, it is necessary
to construct this target variable. That is why the data
on protection requests for human rights defenders
from the National Protection Unit and the data from
the National Institute of Legal Medicine and Forensic
Sciences for people assassinated in Colombia will be
used.

Both data sets have a common variable that allows
the identification of the person (/dentification num-
ber). Therefore, a conditional function will be used
to create a new variable that will distinguish which of
the human rights defenders who made a protection
request were killed. Thus, when the identification
number n is found in the database of the National
Protection Unit and the dataset for assassinations of
the National Institute of Legal Medicine and Forensic
Sciences, the new variable Dummy for assassination
will take value one, and otherwise it will take value
zero.

That target variable (Dummy for assassination) will
allow us to predict the risk of murder in the futu-
re based on a set of predictor variables. Therefore,
the possible predictors are as follows’: the human
rights defender home location, rural/urban area of
living, sex, gender identification, sexual orientation,
age group, ethnicity, presence of disabilities, if he/
she does care-taking work at home, human rights
7 It is also possible to create composite indices of the

mentioned variables to test if the performance of models im-
proves.
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organization to which he/she belongs, his/her role in
the organization, the activity he/she was engaged in
when he was threatened, possible aggressors, type
of threat, who made the threat, and the person’s
subjective perception of risk.

Additionally, relevant available municipal information
can be included, which in light of the literature exp-
lains the level of risk faced by a human rights defen-
der, such as the following: the number of hectares of
coca, the presence of armed groups, the homicide
rate, the level of poverty, the administrative capacity,
the presence of illegal economies, the distance to the
capital of the department and the rural rate of the
municipality.

4.2.2 Methodology

In supervised Machine Learning, the final objective is
to minimize a chosen loss function, which in this case
would be the prediction error of a dummy variable
that indicates whether a defender was assassinated
based on the contextual variables available. A typical
exercise of this type involves the training, evaluation,
and application of machine learning methods that
seek to infer underlying patterns in contextual data
that indicate an outcome in the target variable. The
following is an indicative outline of how the process
should be carried out for the specific case:

Stage 1. Preparation: This phase includes the pro-
cesses of i) data collection, ii) selection of predictor
variables?, iii) treatment of missing values®, and iv)
scaling of variables if necessary®. In this phase it is
usual to divide the database into training and test
subsets; normally, this division is 70% training, 30%
test, but it is always necessary to check whether the
training and test sub-samples are comparable since
randomization may not always work.

8 This step can be performed through different variable
selection methods that can be found by default in packages
such as Fselector, boruta, VSURF, etc. However, it can also be
done manually using cross-validation (integrating with the tra-
ining algorithms to be used). This second option can be much
more complex to develop.

9 This step can be done by deleting observations with
missing data, although this implies that these observations do
not share any specific characteristic. A better option is to con-
sider imputation methods such as Missing Forest, this method
developed by Stekhoven & Buhlmann (2011) uses the Random
Forest machine learning algorithm to fill in the missing values in
the data.

10 This depends on the algorithm to be used, some of
them require the predictor variables to be scaled to have a
favorable performance, such as k-nearest neighbors algorithm,
regression, etc.




Additionally, it is necessary to verify that the target
variable, if dichotomous, is balanced. In the case in
which it is not balanced, there are some resampling
Bootstrap methodologies that can be applied. In
this concrete case, it is likely that the target variable
(Dummy for assassination) is not balanced since the
negative cases (defender not murdered) are proba-
bly much higher than the positive cases.

Stage 2. Training: The purpose of this phase is to tra-
in an algorithm to generate the prediction of the tar-
get variable from the contextual variables. Training
involves identifying under which hyper-parameters
and which algorithms the exercise achieves a better
prediction performance. This process is usually done
through cross-validation!! in an iterative process in
which it identifies which combination of hyper-para-
meters!? from a previously defined grid for each algo-
rithm achieves a better result.

Normally, the selection of algorithms depends on
the database and is usually a trial-and-error process;
however, some of the algorithms that have demons-
trated better performance on structured data in re-
cent years are Gradient Boosting Machine®® and Ran-
dom Forest!* (Olson et al., 2017; Wainer, 2016; Lee et
al., 2018). These algorithms share the characteristic
that their operation is based on a defined compi-
lation of simpler basic algorithms, such as decision
trees or regression models so that over-fitting is avoi-
ded in the aggregate.

Stage 3. Evaluation: Once the optimal hyper-para-
meters have been defined for each algorithm with
cross-validation in the training sub-sample, the al-
gorithm is tested in the evaluation sub-sample. This
sub-sample has been independent of the training

11 Cross-validation is a technique used to evaluate how
the results of statistical analysis generalize to an independent
data set.

12 These are model parameters that can not be auto-
matically optimized for any given data set. In these cases, the
optimal values must be calibrated by the researcher from the
data.

13 Gradient Boosting Machine can be interpreted as an
additive function of simple models, where each additional mo-
del is adjusted by the data that the previous model had greater
difficulty in predicting or classifying. This is achieved by creating
a synthetic version of the database, in which observations that
were not correctly classified or predicted have greater weight.
14 The Random Forest algorithm makes a set N of de-
cision trees, determining for each, a set of variables available

at random so that each tree is different from the other. The pre-
diction is made for the N trees and the final result is averaged
so that an aggregate result is obtained.
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process; therefore, it allows a reliable comparison
between the predicted value of the probability and
the real value of the risk of assassination. The final
purpose of this process would be to identify whether
the algorithms have a good predictive ability or not.

Normally, for dichotomous variables, an AUC metric®
above 0.70 is a good prediction result; however, in
this case, it may be more useful to focus on other
evaluation measures that focus on the prediction ac-
curacy of positive cases (murdered defenders). Such
a measure could be the percentage of positive cases
that the algorithm predicts correctly; nevertheless,
the problem, in this case, would be for the algori-
thm to be optimized in such a way that it predicts all
observations as positive to minimize the prediction
error. This is a risk that could lead to a different mea-
sure being required.

Stage 4: Prediction: After developing all the pre-
vious phases successfully, the algorithm can now be
applied to the prediction of the risk of murder with
new data that does not contain the target variable.
The output of the algorithms will be the predicted
probability of assassination for each defender. This
probability would be the direct measure of risk pre-
sented by the defender and delimit which defenders
should be prioritized in the review of cases and assig-
nment of protection.

In general, the method described in this section
would transform the third stage of the protection
assignation process -preliminary evaluation through
risk, vulnerability, and threats criteria-, in which the
level of risk faced by the human rights defender is de-
termined, as it constitutes a faster alternative metho-
dology for predicting the risk of assassination faced
by the defender.

4.3 Unsupervised Machine Learning

4.3.1 Definition of variables

In contrast to supervised learning, unsupervised lear-
ning does not have a target variable to predict. Ins-
tead, its primary function is to identify underlying pa-
tterns in the data that offer associations of interest.
In this case, the aim is to process the data in such a
15 The AUC metric is the Area Under the Curve ROC.

The ROC Curve (receiver operating characteristic curve) is a
graph showing the performance of a classification model at all
classification thresholds. This curve plots the True Positive Rate

against the False Positive Rate at different classification thres-
holds.




way as to identify the subset of defenders that exhi-
bit characteristics that may make them more likely to
be assassinated. This is developed for this exercise
through a clustering methodology that performs this
task on a set of contextual variables; these variables
are considered important in determining the proba-
bility of assassination of a human rights defender.
The set of variables is the number and type of threats
received, whether the defender works on issues rela-
ted to land property rights, the individual’s subjective
perception of risk, and two complementary indices
that include municipal factors that, according to the
existing literature, explain the systematic murder of
human rights defenders in the territory.

The first proposed index will be a violence exposure
index that will compile municipal indicators such as:
the presence of armed groups, hectares of coca, the
presence of illegal economies, and the homicide rate
of the municipality. The second, a marginality index
that will include dimensions such as the administra-
tive capacity of the municipality (National Planning
Department Index), the poverty level of the munici-
pality, the distance of the municipality from the de-
partmental capital, and the municipal rural rate. On
the other hand, some extra variables are suggested
to be tested in the development of the exercise, such
as a municipal corruption index'® and whether one
belongs to an ethnic group.

4.3.2 Methodology

The methodology proposed to carry out this exercise
of segmentation and identification of the risk of as-
sassination is defined in general terms below:

Stage 1. Preparation: This phase includes the pro-
cesses of i) data collection, ii) selection of clustering
variables, iii) treatment of missing values, and iv) sca-
ling of variables. The selection of variables is a com-
plex process that must be carried out in light of the
specialized literature on the subject. Specifically, we
should seek to incorporate those variables that have
had a greater association with the murder of social
leaders, i.e., those that are deterministic of the phe-
nomenon. The above selection is a first proposal of
possible variables that could be used, but the final
selection may be adjusted as the algorithm is tested.

Stage 2. Clustering: This phase involves performing
a multivariate clustering method on the selected va-

16 In this case, it could be useful to include the municipal
corruption risk estimation developed by Mojica (2021).
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riables. This methodology would seek to group ob-
servations based on the underlying patterns of the
data, to obtain groups whose observations share cer-
tain common characteristics. There are different me-
thods to perform clustering, the most common is to
use the k-means algorithm?’” with Euclidean distance
as the clustering metric. On the other hand, the op-
timal number of clusters is usually determined from
the data, for which the Elbow method can be used
(Thorndike, 1953).

Stage 3. Identification: from the analysis of the
clustering results, the objective is to identify those
subgroups that present characteristics that could be
more associated with the risk of being murdered.
Therefore, in this phase, a detailed analysis of the
cases is performed so that different associations be-
tween variables can be related to different levels of
risk of being murdered. This is done through a review
of the centroid value in the variables used (i.e., the
average of the variables in the subgroup) and defi-
nes which associations may be related to a higher
risk of murder. This classification can be checked
with training data and identify whether the cluster
classification coincides with the defenders who were
murdered in the past; otherwise, other variables and
cluster classification should be considered.

The identifying of high-risk clusters provides a list of
criteria to be considered for prioritizing the alloca-
tion of protection. For the Colombian case, in addi-
tion to improving the preliminary risk assessment,
this could expedite the Risk Assessment and Action
Recommendation Committee (CERREM) discussions
in the fourth stage of the National Protection Unit
process, as the list of criteria provided by the exercise
should facilitate a consensus about protection deci-
sions among the parties.

4.4 How will the use of artificial intelligen-
ce make a difference?

In the Colombian case, the use of machine learning
algorithms in the allocation of protection schemes
for human rights defenders can lead to a gain in effi-
ciency and accuracy, ultimately resulting in a better
allocation of measures to prevent the assassination
of defenders. This is because the algorithms can

17 The k-means clustering seeks to divide the observa-
tions into k clusters in which each observation belongs to the
cluster with the closest mean in the variables (cluster centroid).
The final result is a partition of the data space into Voronoi
cells.



handle the analysis of the risk of assassination faced
by several human rights defenders in a matter of mi-
nutes, based solely on the defenders’ contextual va-
riables, speeding up the identification procedure that
previously could take months. In addition, this new
risk estimation can potentially be much more accura-
te than the result of the sum-of-percentages metho-
dology since it considers a more flexible estimation
process that starts from a set of variables that can be
deterministic of the phenomenon.

5. Ethical Concerns

The use of artificial intelligence for the targeting of
protective measures may raise some relevant ethical
issues, as its use would indirectly lead the algorithm
to decide who is most likely to live. This is a problem
that needs to be given special attention and consi-
deration because it may partly condition how these
tools can be applied in practice. Specifically, it is not
possible to assigh complete responsibility to algori-
thms for the protection allocation decision, because
this could lead to situations where a person’s life may
be affected by the decision of a machine that may

not understand the overall context of the situation.

Therefore, the assignment decision should not be
based solely on the algorithm’s result, but rather be
a complement to an interdisciplinary group that de-
cides who receives the protection. In this way, the
algorithm would function as the first filter or first sta-
ge of reviewing the applications and would establish
an estimated risk. Subsequently, the interdisciplinary
group would review the applications with the highest
priority based on the level of risk of each person.

From this situation, the ethical problem can be nuan-
ced if the algorithm performs better than humans in
estimating the risk of assassination and prioritizing
cases, i.e., if it makes fewer errors overall and per-
forms with better results in terms of lives saved. This
would result in a positive contribution to society, as
it would reduce on the net the number of defenders
killed. However, these algorithms can be biased and
not perform perfectly, so they require constant mo-
nitoring and continuous adjustment to ensure the
greatest transparency in the allocation of protection.

to target and assign protective measures.

generate an amelioration of the problem.

6. Policy Recommendations

The developed project shows the potential of machine learning tools to prevent the assassination of
human rights defenders in the world. This application can make an important difference when there
are problems in estimating the risk of assassination presented by the defender, which makes it difficult

The case of Colombia is illustrative of how these tools can be implemented in practice. The country
presents a dramatic situation, in which there is no administrative capacity to adequately target and
assign protective measures; at this point machine learning can be decisive to achieve a better priori-
tization of cases. The approach presented here is the first step towards a semi-automated model for
assigning protection measures; however, the effectiveness of the algorithms needs to be tested in
practice. This could not be done for this report due to access restrictions for this type of data, but it
is a task that should be pursued in the future with the support of the National Protection Unit. Some
public policy recommendations emerge from the analysis carried out:

It is necessary that the countries with the highest incidence of the problem seek to collect and
manage quality information on human rights defenders who could be at risk of assassination; data
is the first step in developing schemes for targeting and allocation of protection measures that can

The targeting and assignment of protection measures should be an expeditious process once a de-
fender requests protection. Machine learning tools can be useful in estimating the risk of murder
and streamlining the process of prioritizing critical cases. Two approaches can be considered for
this: supervised learning and unsupervised learning.
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Implementing a targeting scheme supported by supervised learning algorithms requires a process
of training and evaluation of the algorithms on historical data of assassinated and non-assassina-
ted human rights defenders. The result would be an estimated probability of assassination that
would be calculated from the contextual information of the defenders. The degree of success will
depend on the ability of the contextual variables to predict the target variable; therefore, it is a
process that must be verified to validate if it has a satisfactory result.

Implementing a targeting scheme supported by unsupervised learning algorithms can be much
simpler, but at the same time more difficult to validate; it requires a process of clustering the varia-
bles that are most deterministic of the problem and determining the subgroups with the highest
relative risk. This can be sensitive to the selection of variables, so it must be validated before its
practical application.

In any case, it is necessary to ensure that the final decision is confirmed by experts in the field, to
avoid placing all the responsibility for assignment on the machine. In this sense, the estimated risk
cannot be the defining factor of the assignment, but rather a complement that supports humans

and speeds up the process.
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